2018 IEEE Wireless Communications and Networking Conference (WCNC)

Adaptive Resource Allocation for Secure Two-Hop
Communication

Khoa T. Phan, Yi Hong, and Emanuele Viterbo
Department of Electrical and Computer Systems Engineering, Monash University, VIC, Australia
Email: {khoa.phan, yi.hong, emanuele.viterbo}@monash.edu

Abstract—This paper develops novel transmission schemes to
support secure dual-hop Alice-Ray-Bob relaying communication
in the presence of a passive eavesdropper (Eve). Due to unknown
eavesdropper channel conditions, data transmissions from Alice
(to Ray) and from Ray (to Bob) are required to satisfy the
secrecy constraint in terms of maximum acceptable secrecy
outage probability (SOP). The throughput maximization problem
is studied for two scenarios: 1) fixed (Alice and Ray) power
allocation; and 2) adaptive power allocation. The resulting con-
strained optimization problems are solved using the Lagrangian
approach. In each frame, either Alice or Ray or neither can
be scheduled for transmission depending on the instantaneous
main channel conditions. Numerical results demonstrate the
effectiveness of the proposed schemes over the existing schemes
under various secrecy constraint and signal-to-noise power ratio
(SNR) regimes.

Index Terms—Dual-hop relaying, secrecy outage probability,
adaptive link scheduling, throughput maximization.

[. INTRODUCTION

Physical layer security is one of the promising techniques
for wireless secure communications, which aims at exploit-
ing physical layer properties of the communication systems,
such as interference, noise, and wireless fading. The security
measure is secrecy capacity that was introduced in [1], where
a 3-node wiretap model Alice—Bob—Eve has been considered.
Secrecy capacity characterizes the maximum transmission rate
from the transmitter (Alice) to the receiver (Bob), below which
the eavesdropper (Eve) is unable to obtain any information.
Subsequent studies on secrecy capacity of a wiretap fading
channel model have been provided in [2]. It is assumed that
channel state information (CSI) of both main and eavesdrop-
per channels is available at Alice to compute secrecy capacity
and enable secure encoding. However, in many scenarios,
the CSI of a passive Eve is very unlikely to be unveiled
at Alice, and thus it is more realistic to assume that Alice
knows the statistics of the eavesdropper channel only (in
addition to the CSI of the main channel). Due to fading
characteristics, a secrecy outage event is deemed to occur
when the instantaneous capacity to Eve is larger than secrecy
rate [3]- [6].

Consider the wiretap fading model Alice-Bob—Eve. Sup-
porting secure communication can be challenging with a
small secrecy outage probability (SOP) requirement, espe-
cially when the eavesdropper channel is moderately degraded
(relative to the main channel). This motivates the potential
deployment of a relay (Ray) and dual-hop relaying protocol
to enhance secure communication between Alice and Bob,
where Ray locates between Alice and Bob. With suitable
Ray location, the main Alice-Ray and Ray-Bob channels
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can be stronger than the eavesdropper Alice-Eve and Ray-—
Eve channels due to shorter communication distances, thereby
possibly reducing SOP and/or increasing secrecy rates. In
addition, we can also improve security by exploiting the
fading diversity of the main channels, where Alice or Ray can
be adaptively scheduled to make a transmission depending
upon instantaneous channel conditions. In such cases, Ray
is required to buffer the received packets from Alice [7].
It is worth noting that jamming signals or artificial noise
techniques etc. can also be employed to enhance security in
dual-hop communications [8]- [11]. However, such techniques
are out of the scope of our work.

Specifically, our work studies throughput—optimal adaptive
link scheduling (ALS) problem for secure dual-hop Alice—
Ray-Bob buffer-aided relaying communications. Due to un-
known eavesdropper channel conditions, the secrecy constraint
is imposed in terms of maximum allowable SOP to control
the risk of secrecy outage. Different from [10], [12] etc.
assuming that Eve monitors Ray—Bob transmission only, our
work considers a more realistic scenario where Eve monitors
both Alice—Ray and Ray—Bob transmissions [11]. Our main
contributions are summarized below.

1) We formulate the throughput-optimal ALS problem
and derive the optimal solution using Lagrangian approach,
which takes into account both fading distributions and secrecy
constraint. In each frame, either Alice or Ray can be scheduled
for data transmission depending on instantaneous channel
conditions. When the channel conditions are below certain
thresholds, no transmission occurs in order to prevent secrecy
outage. Further, we revisit the special case when Eve monitors
Ray—Bob transmission only (see [12] with a sub-optimal ALS
solution), and obtain an optimal solution.

2) The above study is extended by considering jointly ALS
and power allocation for further throughput enhancement.

3) We numerically demonstrate that the throughput of our
scheme outperforms other known schemes: 1) Fixed link
scheduling (FLS); 2) Non-buffer relaying; 3) Direct Alice—
Bob communication. Compared to direct transmission scheme,
ALS is more advantageous when Ray is located at mid-
way between Alice and Bob. The proposed ALS scheme
outperforms both FLS and non-buffer relaying schemes. The
ALS scheme with adaptive power allocation can provide
significant capacity gains over fixed power allocation at low
signal-to-noise power ratios (SNRs).
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II. MATHEMATICAL MODEL
A. Transmission model

We consider a dual-hop decode-and-forward half-duplex
relaying communication, where Alice (A) communicates with
Bob (B) via an intermediate Ray (R) using the same frequency
with bandwidth B (Hz). Ray can buffer the received data from
Alice before forwarding them to Bob later. Moreover, there
is a passive Eve (E) trying to eavesdrop the communication
between Alice and Bob.

1) Channel model: We assume block-fading channels with
fading block duration being equal to the transmission frame
T (seconds), i.e., the channel power gains remain unchanged
during a frame but vary independently from frame to frame.
For notational simplicity, we normalize 7B = 1 w.lo.g.
Let halt], haglt], hplt], and hrg[t], denote the normal-
ized channel power gains in frame ¢ of the Alice-Ray (A-
R), Alice-Eve (A-E), Ray-Bob (R-B), and Ray-Eve (R-E)
channels, respectively. Moreover, h;[t],i € {A, AE, B, RE}
are assumed to be independent under some fading distributions
(i.e., Rayleigh, Nakagami etc.) and means hi. Let us denote
the probability distribution functions (pdf) and cumulative
distribution functions (cdf) of the random channel power gains
as fn,(hi), and Fy,(h;),i € {A, AE, B, RE}.

Let P4 and Pg denote the transmit powers of Alice and
Ray, respectively. Without loss of generality (w.l.o0.g.), we
assume P4 = Pr = P. Thus, Ph;[t],i € {A, AE, B, RE}
is the instantaneous link SNR in frame ¢. We assume that
instantaneous link SNR is available at the corresponding link
receiver. Furthermore, it is assumed that, in frame ¢, Alice
knows h4[t] and Ray knows hp[t] to adaptively vary the se-
crecy rates. Furthermore, Alice and Ray do not know h 4 g[t],
and hprg[t], respectively (e.g., passive Eve), although they are
assumed to know the fading statistics (e.g., distributions) of
hAE[t}, and hRE[t] [3]— [6]

2) Adaptive link scheduling (ALS): Due to half-duplex
constraint, at most one of Alice or Ray is allowed to transmit
in each frame ¢. Let ¢ [t], ¢5[t] € {0,1} denote binary (link
scheduling) variables for frame ¢, where we set ¢a[t] = 1
if Alice transmits (e.g., active A-R link) and otherwise,
¢alt] = 0. Similarly, ¢[t] = 1 if Ray transmits (e.g., active
R-B link) and otherwise ¢p[t] = 0. We require:

dalt] + é5[t] < 1,V

Note that it is a possible scenario that none of Alice or Ray
is transmitting in a frame.

If pa[t] = 1, then Alice transmits data to Ray with secrecy
rate r4s[t] > 0 (b/s/Hz). We assume that Alice always has
data to transmit. Since Alice does not know hag[t], the
following secrecy constraint is imposed [3], [4], [12]:

Prob(rAE[t] > T'A[ﬂ — TAS[t]) < Csopa (1

where Prob(A) denotes the probability of event A, (sp €
(0,1) is the maximum allowable SOP, and the rates are given
by:

ri[t] =logy (1 + Ph;[t]),i € {A, AE}.

Note that when (1) is satisfied, the risk of secrecy outage
is under control, and Ray can decode the messages from

Alice correctly since rag[t] < ra[t]. On the other hand, if
¢p[t] = 1, then Ray transmits its currently buffered data
to Bob with secrecy rate rps[t] > 0 (b/s/Hz). Similarly, the
following secrecy constraint is imposed:

PI‘Ob(’I‘RE[t] >TrRB [t] — ’I"Rs[t]) < Csop7 2)
where the rates are given by:
ri[t] = logy(1 4+ Phy[t]),i € {B, RE}.

A smaller (., implies more stringent secrecy constraint.

3) SOP constraint manipulation: After some manipula-
tions, the secrecy constraint (1) can be equivalently expressed
as the following two conditions:

0 < raglt] < ralt] — r50, ralt] > rFin 3)

where 71 can be derived from the cdf Fy, ,, (hag) as:

— Gsop)
where FflE is the inverse function of Fj,,., ie.,
FhAE (Fh,p(hag)) = hag. Similarly, the secrecy constraint

(2) can be written as:

hmm _

= log, (1 4+ PRY™), hAE(

0 < rrslt] <rplt] —rE™, rglt] > rgn 4)

and

mm _

10g2(1 + thm),

Inin o —
W™ = Fy (1

Csop)

where Fh_RlE is the inverse function of Fjy, .
As an example, for Rayleigh fading eavesdropper channels,
we have:

h?in = *EAE log(Csop)v h%}in = 777‘RE log(CSOP)'

4) Throughput: Denote Q[t] > 0 as the queue length of
the Ray buffer in frame ¢ = 1,2, .. .. Then, the corresponding
queue length (or queue state) evolution is given as:

Qlt + 1]=QIt] — min{Q[t], d5[tlrrs[t]} +Palt]rast]. (5)
The second term on the right side of (5) is indeed the actual
data arriving at Bob in frame ¢ (i.e, the throughput). The
(secrecy) throughput is defined as:

lim

1 T
Jim Z min{Q[t], 65 [frrs[f}
= [mm{Q tirrs(t]}], 6)

where E[.] denotes the statistical expectation operator.
Similarly, the average arrival rate to Ray buffer is:

)\ :E[(ﬁA[ﬂTAS[tH. (7)

Due to flow conservation rule, it holds true that: A > 7. The
average service rate is also defined as:

1 =E[¢p[tlras(t]. (8)

Remark 1: Tt is true that 7 = min{\, u}.

Remark 2: In order to maximize the throughput 7, we
should maximize A and p. Hence, in frame ¢, when ¢4[t] = 1
(or ¢p[t] = 1), it is optimal for Alice (or Ray) to transmit
with the largest possible secrecy rate rag[t] = ralt] — r3i®

(or rrs[t] = rp[t] — 5", respectively). Moreover, in frame
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t, if either ra[t] > 3" or rp[t] > %", then ¢alt] =
or ¢p[t] = 1, respectively. Also, if both ra[t] > r}" and

rg[t] > rBin, whether Alice or Ray transmits depending on
the optimal ALS scheme as we study in the following.

III. OPTIMAL ADAPTIVE LINK SCHEDULING

In this section, we will formulate the throughput-optimal
ALS problem and present the optimal solution using La-
grangian approach for constrained optimization.

A. Problem formulation

The throughput-optimal ALS problem can be cast as:

a in{\, 9a
balihbnive min{), i} O
such that: ra[t] > G a[t]ry™, Ve, (9b)

rplt] > opltlry™, Vi, (9¢)

¢A[t] +¢[t] <1,0alt], o5lt] € {0,1}, V£.(9d)

B. Optimal solution

We first look at the largest and smallest arrival and service
rates and respective transmission schemes.
Consider the following transmission scheme (ngA [t], gb}; [t]):

(1,0), 7alt] > rigin,
(0,1), rg[t] > rBn and rat] < r3in,
(0,0), otherwise.

(¢4 (1], o} [¢]) =

Alice transmits whenever its main channel condition satisfies
the SOP constraint. On the other hand, Ray transmits when its
main channel condition satisfies the SOP constraint and Alice
does not transmit. Such scheme leads to the largest arrival rate
and smallest service rate:

El¢h[t](ralt]—r3™)], g™ = E[ok[t](

Hence, if A™a% < ;™ then ((biA [t], (biB [t]) is the solution of
(92)-(9d) with optimal throughput A™&*.
Consider another scheme (¢%[1], ¢4 []) as follows:

(1,0), 74[t] > rin, and rg[t] < rEin
(¢4 [t) 851D = § (0, 1), rplt] > rig,
(0,0), otherwise.

)\max —

The above scheme results in the smallest arrival and largest
service rates:

LAl —r3™)], g = E[¢ 1) (rp

Hence, if A™i® > /;™3% then ((;531 [t], qﬁiB [t]) is the solution of
(92)—(9d) with optimal throughput p™2*.

If none of the above schemes are optimal, (i.e., A™®* >
pm™nand  AMIR < maxX) - then the optimal solution
(@5 [t], ¢%[t]) of (92)—(9d) should ensure equal arrival and
service rates such that max{A\™" pmin} < 7% = \* =
p* < min{A™a*_ ™ax1 [7]. Such rates can be obtained by
allowing both Alice and Ray having chances to transmit when

ralt] > r3in and rplt] > g,

)\min _ ]E[(b

raltl-rg™)].

[t)=rE™)]-

The scheme (¢% [t], ¢%;[t]) can be obtained by solving the
reformulated problem of (9a)—(9d) assuming A = u:

E[(ralt] — rX™)palt]] (10a)

max
daltl,op(t],Vt

such that:

E[(ralt] = ri™)¢alt]] =
Constraints (9b)—(9d).

E[(rg[t] — r5™)¢slt]], (10b)
(10¢)

To solve (10a)—(10c), we employ the Lagrangian approach for
constrained optimization. Specifically, by absorbing the rate
equality constraint into the Lagrangian function, we come up
with the following Lagrangian maximization problem:

¢A[t]]f,I}p3};X[t]7Vt E[(l — f)(?"A [t] H1111)¢A[ ]
+E(rp(t] —r5™)op(t]
such that: Constraints (9b)—(9d) (11)

where ¢ is the Lagrange multiplier associated with the rate
constraint. Note that £ € (0, 1) to avoid trivial solutions, which
are clearly not optimal.

Now if we can solve (11) for the optimal solution ¢%[t],
and ¢%[t], V¢, and the multiplier £ is determined so that the
equality constraint is satisfied:

E[¢altl(ralt] = r2™)] = E[¢5[(rslt] - rE™)]  (12)

then, from the Lagrangian sufficiency theorem, ¢% [t], and
¢F[t], Vt is also the optimal solution of (10a)—(10c).

Now, to solve (11), we can see that in order to maximize
the expectation value under constraints in each frame, we have
to maximize the term inside the expectation operator in each
frame. Hence, the optimal solution (¢% [t], ¢;[t]) in frame ¢
of (11) is determined as:

S (L= €)(rall] = rA™)oalt] + Erplf] — rE™) sl
such that: 7 4[t] > @a[t]r5™,
[t] N ¢B[] mm

¢A[ |+ ¢plt] < 1,¢A[t],¢3[t} {01} (13

The solution of (13) can be easily obtained using inspection
as follows:

(Palt], ¢Blt]) =

(L0, ralf > m{r . (o] =75
(0,1), r5lt] > max{ g, L& (ralr] - ripm) + g}

(0,0), otherwise.

Then, & is determined such that (12) is satisfied. We then
obtain the solution for (10a)—(10c).

Remark 3: On the existence and uniqueness of &. It can
be seen that the left-hand and right-hand sides of (12) are
decreasing, and increasing with increasing & € (0, 1), respec-
tively. Moreover, we have:

min

%I_I)I%)]E[ - )] — )\max’
Elig}E[qﬁ Hralt] = ™)) =A™,
gl_rz’(l)]EI:qs _ T%un):l — 'umm7
hmE[¢ o ,,,gin)] — umax

E—1
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Hence, under the assumption \™a% > £™in and \min < fmax,
there exists a unique ¢ satisfying (12), which can be efficiently
computed using a bi-section search algorithm. We omit the
details due to space limitation.

C. Special case: Eve eavesdrops Ray’s transmission only

Most existing works have assumed that Eve eavesdrops the
transmission from Ray to Bob only, i.e., Eve is outside of the
communication range of Alice [12] etc. In our model, this case
can be modeled as hapx = 0, and hence, hmm =i =0.

For simplicity, consider the case without maximum average
power constraint as in [12]. Omitting the details, the optimal
ALS scheme can be obtained as follows:

Eralt] + g,

(@418, S5 11) = {(0” rolt] > g

(1,0), otherwise.

The multiplier £ € (0, 1) is determined such that:
E[o3lralt)] = E[65 0 - r5™)].

In [12], it is assumed that when Ray transmits, he transmits
with fixed rate rrg. Hence, to ensure secrecy constraint
satisfaction, we have rrs € (0,rp[t] — r%]. Using the
proposed approach, we can derive the optimal transmission
scheme in this case as:

(0,1), r5lt] > rrs + 5,
and ’I’A[ ] < %757’35,

(1,0), otherwise.

(Palt], ¢lt) = (14)

Also, the multiplier ¢ is determined such that:

E[¢4[tlralt]] = E[é}[trrs).

Note that (14) corrects the result derived in [12] which is
claimed to be optimal.

IV. JOINT ADAPTIVE LINK SCHEDULING AND POWER
ALLOCATION

A. Problem formulation

Previously, we have assumed fixed Alice and Ray transmit
powers P. This section considers adaptive Alice and Ray
power allocation to exploit the temporal fading diversity for
further potential throughput enhancement. More specifically,
in frame ¢, denote Alice and Ray transmit powers as Pa|t]
and Pgplt], respectively. If ¢p4[t] = 1 then P4[t] > 0 and
Pg[t] = 0 while if ¢p[t] = 1 then P4[t] = 0 and Pg[t] > 0.
Then, the average power is given by:

E[palt]Palt] + ¢5[t]Pr[t]]. (15)

Note that in order to have ¢[t] = 1 and Paft] > 0, a
necessary condition is ha[t] > h™. Then, the secrecy rate
for Alice is given by:

raslt] = logy(1 + Paftlhalt]) —logy(1+ Pa[t]R3™). (16)

Analogously, for ¢p[t] = 1 and Pg[t] > 0, we have:

rrs(t] = logy (1 + Pr[tlhp[t]) —logy(1 + Pr[tlhm™) (17)

which is feasible for hp[t] > h'S™ only.

The allocation problem can be cast as:

A v PR LU L] (180
such that:

Elpaltlras[t] = E[¢s[tlrast]], (18b)
E[¢altlPalt] + op[t]Prlt]] < P™, (18¢)
hA [t] > G alt]h5™, Ve, (18d)

hplt] > ¢plt|h's™, Vi, (18e)
balt] + ¢plt] < 1,Vt, (18f)
Py[t], Prlt] > 0,04lt], o5t] € {0,1}, V¢  (18g)

where P™#* is the maximum average power constraint.

B. Optimal solution

Similar to the fixed power allocation case, we use La-
grangian approach to solve (18a)—(18g). We have the follow-
ing problem:

Palt],Prltloa 16510, E[(1—w)oatirasly
+wosltlrasl] - o (al)Palf] + ¢51t)Prl])
such that: Constraints (18d)—(18g) (19)

where w, and o > 0 are the Lagrange multipliers associated
with the equality constraint (18b) and inequality constraint
(18c), respectively. Again, we can see that w € (0, 1) to avoid
trivial solutions.

To solve (19), we need maximize the term inside the
expectation operator in each frame ¢ as in the case of fixed
power allocation, i.e.,

PA[tLPR[t%iX[t],QﬁB[tLVt (1 —w)paltlras(t]
+w¢B[ Jrrs(t] — o (@alt]Palt] + ¢B[t] Prt])
such that:  hult] > ¢alt] hmm
hB[ﬂ > opltlhE™,
paltl + ¢5[t] < 1,
Palt], Prlt] > 0, ¢alt], p5t] € {0,1}.(20)

Before solving (20), first assume h4[t] > A3 and consider
¢alt] = 1 and corresponding power allocation problem in
frame ¢ for Alice as follows:

argmax (1 — w) (log2(1 + Pa[tlhalt])
Pa[t]>0

~logy(1+ Palt]h™)) — oPall]21)

We can verify that (21) is a convex optimization problem due
to the concavity of the objective function. We can derive the
optimal power allocation for Alice as:

[ (ot~ chn)" 2 (st )
2 RETE T Rald] olog(2) \ A5~ hAlt]
1 1

~ (= + i)

0, otherwise.

Piltl= .
All L halt] — by > 2los@)

(22)
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The secrecy rate allocation for Alice is thus:
raslt] = logy(1+ Pilthalt]) — logy (1 + PA[RE™). (23)

Next, assume hg[t] > A5 and consider ¢pp[t] = 1, we
derive the optimal power and secrecy rate allocation for Ray
as follows:

1 (#_#)2+47w( 1 _#)
2 Rigin hp[t] o log(2) \ hiin hp[t]

1 1 min o log(2)
—(W-Fm), hB[t]_hB >Tg

0, otherwise

Pplt]=

(24)
and

rrslt] = logy(1 + Pltlhglt]) — logy(1 + PR[tlhs™). (25)

Using the above derivations, we can obtain the optimal
joint link scheduling and power allocation solution of (20)
by considering the following scenarios:

Scenario 1: halt] < h%in + Ull%gf) and hplt] < BB +
ol * *

Z8E: (g4lt], $5[1) = (0,0). |

Scenario 2: halt] > h3™ + Ul%gf) and hplt] < RB™ +
ol * *

Z8E: (¢alt], ¢5[1) = (1,0). |

Scenario 3: h4lt] < h3™ + Jl%gf) and hplt] > W™ +
ol * *

%(2): (¢A[t]7¢B[t]) = (07 1) i

Scenario 4: halt] > h3™ + M%%EQ) and hp[t] > W™ +
olog(2)

’I"Jhe link scheduling solution is determined as:

(1,0), (I —w)riglt] —oPi[t]
> wrpglt] — o Pg[t]
otherwise.

(¢alt] o5t =
(0,1),
The multipliers w > 0 and o > 0 satisfy:

E[¢4[tris(t]] = E[optrks[t]
E[p4[t]PAlt] + o[t PEt]] = Pm.
V. NUMERICAL RESULTS

A. System configurations

We consider Rayleigh fading channels and assume the
distance from Alice to Bob is normalized to 1. Under dual-
hop relaying, we assume Alice, Ray, and Bob are located on
a straight line, where the Alice—Ray distance and Ray—Bob
distance are dr , € (0,1) and 1 —dpr . € (0, 1), respectively.
In a 2-D plane, we can assume Alice, Ray, and Bob are located
at points with coordinates (0,0), (dg,4,0), and (1,0).

Denote the average channel power gain of the Alice-Bob
link as hap. We assume hg = BAB/dkz, and hg =
hap/(1 —dg.)Y, where v is the path-loss exponent. In the
following, we set v = 2.

We assume that Eve is located at point with coordinate
(dE,2, dE,y). Hence, the distances between Alice and Eve and
between Ray and Eve can be computed as dap = (d%w +
dQE’y)l/Q, and dpp = ((dpx de}x)QerQELy)l/Q, respectively.
Hence, we have hap = hap/d) . and hgg = hap/d}p.
W.lLo.g., we normalize hap = 0 dB.
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Fig. 1. Secrecy throughput versus Ray location dg ..

The performance of the proposed ALS schemes is compared
with that of the benchmark schemes: buffer-aided relaying
with fixed link scheduling (FLS), non-buffer relaying, and
direct Alice-Bob transmission. For simulation instances, we
ensure the same average power consumption P™** and end-
to-end SOP (£2¢ = 1 — (1 — (sop)? for the transmission
schemes.

B. Fixed power allocation

Let us fix Eve’s location dg, = dg,, = 1.5\/5/2 (i.e.,
dar = 1.5). In this case, the eavesdropper Alice—Eve link is
3.52 dB less than the Alice-Bob link.

We first investigate the effects of Ray’s location on the
performance of the transmission schemes. Let P™#* = 10 dB
and fgg = 10~!. In Fig. 1, we plot the throughputs of the
transmission schemes versus dr, € (0,1). We can see that
ALS scheme significantly outperforms FLS and non-buffer
relaying schemes due to its capability to exploit the fading
diversity. Moreover, it can be observed that Ray’s location has
profound effects on the performance of the relaying schemes.
If Ray is deployed near Alice or Bob, ALS scheme performs
worse than direct transmission, while when Ray is located
near mid-way between Alice and Bob, ALS scheme is more
efficient.

The above experiment shows that deploying Ray equidistant
between Alice and Bob attains good throughput for relaying
schemes. Hence, in the following, we assume dg , = .5. We
next investigate the performance of ALS scheme under dif-
ferent fgg and P™#*. Fig. 2 displays the contour throughput
plots of ALS scheme and its potential throughput gains/losses
over direct transmission. As the SNR increases and/or the
secrecy constraint becomes less stringent, higher throughput
can be achieved as expected. Also, ALS scheme outperforms
direct transmission in most cases, except for sufficiently large
SNR and loose secrecy constraint. This is consistent with the
fact that relaying is beneficial at low SNRs.

C. Adaptive power allocation

We assume that dgap = drp = 1.5, i.e., Eve is equidistant
from Alice and Ray. Fix (¢2¢ = 107!. Fig. 3 plots the

sop

throughputs of ALS schemes with fixed and adaptive power
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allocation versus P™#*. We can observe that the gains due to
adaptive power allocation are more noticeable at low SNRs
than at high SNRs. Since the secrecy rate function is concave
increasing with power, adaptive power allocation is more
effective at low SNRs to vary the secrecy rates. At high SNRs,
varying the power will not affect much the secrecy rates.

VI. CONCLUSIONS

We have explored the potential deployment of a relay (Ray)
and studied corresponding transmission schemes in supporting
secure Alice—Bob communication over fading channels. To-
ward practical secure communications, we assumed that only
the statistics of the eavesdropper channels are available to the
transmitters (in addition to CSI of the main channels). We have
studied the adaptive link scheduling problem for throughput
maximization for two scenarios: 1) fixed (Alice and Ray)
power allocation; and 2) adaptive power allocation. The con-
strained optimization problems are solved using Lagrangian
approach and convex optimization. Simulation results demon-
strate the effectiveness of the developed transmission schemes
over several benchmark schemes.
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